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What is ?

selL4 is an open source, high-assurance, high-performance operating system microkernel

Available on GitHub Wonrqlc;tsh?nc:::igglm?git;gr:;lve World's fastest Piece of software that
under GPLv? license P . microkernel runs at the heart of any
correctness and security system and controls all

accesses to resources

non-critical, attack

untrusted —_
s &

hardware
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What is ?

selL4 is the most trustworthy foundation for safety- and security-critical systems

Already in use across many domains:
automotive, aviation, space, defence, critical infrastructure,
cyber-physical systems, loT, industry 4.0, certified security...

selL4 Overview | seL4 Summit | Oct'22 © Gernot Heiser 2022 | CC BY 4.0 4



It's a Microkernel — Not an Operating System

All operating-system services are user-level processes:
« file systems

 device drivers

e power management

User

File NIC SD NEWE Native
P -

Os&|.4 Microkernel = secure multiplexing of hardware segggl

Hardware
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It's Also a Hypervisor

Virtual
\ELIE

Per-VM virtual- App
machine monitor
File NIC SD Native User
VMM
e e D

°.sal4 Microkernel = secure multiplexing of hardware :\(Aeor(rjlzl

Hardware
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Capabilities: Fine-Grained Access Control

» Enforce least privilege
 No communication unless Virtual
explicitly authorised! HEETE

Linux App
NETYE

Trusted Untrusted
oﬂ,_u )<-T Ax—T] (Channel 04]

Virtual
Machine

Linux App

T->(Channe| (

(Channel 04

Hardware
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The Benchmark for Performance

Latency (in cycles, small is good) of a round-trip,
cross-address-space IPC on x64

World's fastest Mi et al, 2019 986 2717 8157
microkernel! selL4.systems, Oct22 764 - - - -

Within 10—-20%
of hardware limit!

Sources:

« Zeyu Mi, Dingji Li, Zihan Yang, Xinran Wang, Haibo Chen: “SkyBridge: Fast and Secure Inter-Process Communication
for Microkernels”, EuroSys, April 2020

« selL4 Performance, , accessed 2022-10-09
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https://sel4.systems/About/Performance/

Functionality & Security Proofs

Confidentiality Availability

E Security
Arm 32b
% f Enforcement RISC-V 64b
Abstract
Model
selL4: World's first = aa Arm 32b
correctness proof! RISC-V 64b o
C Impl-e- Details in June
mentation Andronick’s talk
selL4: Still only Translation
capability-based OS Correctness Arm 32b
kernel with correctness RISC-V 64b

proof
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A
Unique Support for Protected Real Time goseld

Abstract
Model

C Imple-
mentation

« Time as a first-class resource
authorised by capabilities

» Prevent high-prio threads
from dominating the CPU

Analysis tool ILP solver WCET

* Only protected-mode real-time OS
with complete, sound worst-case
execution-time analysis

» High-assurance by connecting to
correctness proofs




A
How Did We Get Here? oseld

I0S secure
enclave

API Inheritance

> f OKL4 Microvisor
Code Inheritance
—> OKL4 pKernel

°e
® Qualcomm

L4/Alpha modem chips

Codezero

“X" Hazelnut

Fiasco Fiasco.0C — L4Re pkernel
GMD/IBM/Karlsruhe
Dresden OK Labs NOVA
Commercial Clone P4 — PikeOS

>
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selL4 Principles

Security:
« Suitable base for security-
Proper microkernel: critical systems
*  Minimal  Provably correct and secure
* Provides policy-free mechanisms only
» Single access-control mechanism: Capabilities
Performance:
Anti-Principles: « Security is no excuse for poor performance!
- Hardware abstraction « Don't pay for what you don't use
« Prevent foot guns
« Usability

The microkernel is the assembly
User-level issuel! language of operating systems!
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Concepts in a Slide

@)W _— Capabilities (Caps): reference kernel objects

10 kernel object types: 3
« Threads (thread-control blocks: TCBSs)

« Scheduling contexts (SCs)
@\ Address spaces (page table objects: PDs, PTs) ~—
« Endpoints (IPC)
W/? * Reply objects (ROs) —
| — « Notifications

Capability spaces (CNodes)

([ ] ([ ]
‘ O \

Frames
Interrupt objects (architecture specific)
« Untyped memory

System calls:
- Call(), ReplyRecv() (and one-way variants)

* Yield()
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Are Endpoints a Minimality Violation? ohseld

PP mr

Space available —— Data available

Server Driver




Endpoints Are For Protected Procedure Calls!

selL4_Call(ep_c, args...)

selL4_ReplyRecv(ep_c, args...)

Server
f( args
err = server.f( ) A
args ); }
selL4 IPC
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selL4 IPC is not:

« A mechanism for shipping data

« A synchronisation mechanism
« side effect, not purpose

© Gernot Heiser 2022 | CC BY 4.0

Think: System call!

selL4 IPC is: A user-controlled
context switch “with benefits”:

« change protection context

» without scheduler invocation
e pass arguments / result

17



Protected Procedure Calls Done Right

Priorities:
EP « Callto high
Client ~_, @' O Server * Receive from low!
\‘ o
ro
Client Kernel
Server
_ ReplyRecv (ro, ep, &ar
Call (ep, ares > deliver to server gs)
block client on RO One per client for
blocking calls!
deliver to client P rocless
process <€ RepgSy)Recv (ro, ep, &ar
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Code Patterns

CLIENT

msg = Call (ep c,

selL4 Overview | seL4 Summit | Oct'22

OP/,

arg...)

Protocol
SERVER *initialisation
msg=Recv (ep ¢, &bdg, ro c)

while (TRUE) {

msg=ReplyRecv (ep ¢, reply, &bdg,
ro c);

}

One-way operations only for

protocol initialisation
exceptions

Payload is for by-value
syscall arguments, not
bulk data

© Gernot Heiser 2022 | CC BY 4.0
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Endpoints are for Protected Procedure Calls

seL4 IPC is: A user-controlled

context switch “with benefits”. Server runs on
« change protection context client’s SC

« without scheduler invocation

e pass arguments / result

This makes no sense
whatsoever across cores!!!! Think: System call!
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seL4 Core Platform Helps

Thin wrapper of selL4

abstractions but
implying correct usage .u

Simple, event-driven
programming model

Synchronous
Protection Protection
Domain (PD) Domain (PD)
Memory Region (MR) Asynchronous

May be a VM
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MCS: It's Not Just For Real Time-Anryrrerel

The MCS kernel provides essential
mechanisms for ensuring timeliness

in mixed-criticality systems Generally simplified
But on the way §erv|er tati
improves the selL4 Client o - Server implementations
model in several ways =
Passive servers
complete protected
Leads to budgets, time . procedure call model
as a first-class R.eplﬁ.?bjects
resource, capability- SIMPIITy Servers :
protected, principled with blocking APIs slere eemibing

ti lice donati system calls
ime-slice donation (used in sDDF)
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How About A Multiprocessing Server? oseld

Multiprocessing is
server policy, should

Server
be hidden from client!

=00

Passive thread —
runs on client core

One active thread
per core

SR WEW EW,
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DARPA HACMS: Incremental Cyber Retrofit oseld
Original Trusted Trusted
Mission -
Computer .
Trusted

era

=
Linux
VMM

;

Linux




DARPA HACMS: Incremental Cyber Retrofit oseld
Original Trusted
Mission
Computer
Trusted

Cam- Cam-
Trusted

era l era
Linux Linux - - Linux

@l ]

—
)

Linux




DARPA HACMS: Incremental Cyber Retrofit

Original
Mission
Computer

Trusted

Mission Manager

Crypto Camera
Local NW GPS

Ground Stn Link

Linux
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[Klein et al, CACM, Oct'18]

EEE——

Crypto

Cyber-secure

Mission Computer

Trusted

Mission
Mngr

Comms GPS

Cam-
era

Linux

VMM
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World's Most Secure Drone: DEFCON’21

< Tweet

DARSA DARPA &
@DARPA

We brought a hackable quadcopter with defenses built
on our HACMS program to @defcon
#AerospaceVillage.
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Licensing: What Does the GPL Imply?

Valuable IP Valuable IP

Your application code any Your application code any

Foundation system Your

services: system any dfh | GPL v2  |RLI GPL v2
libs, drivers, | BSD services: ‘ system services:
NW stacks... libs, drivers, ... libs, drivers, ...

kernel.org source
» core kernel
» device drivers
GPL v2 « NW stacks

Platform port:
» device drivers

Platform port:
timer |

| GPLV2 |

e serial

« IRQ controller » file systems " GPL V2

 platform init

Boiler plate
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Summary

selL4 is unique and powerful
To get the most out of it, you'll need to learn to use it correctly

... or use the selLL4 Core Platform

Further Reading:
« More on selL4 principles: https://bit.ly/34ul8Fl
« sel4 whitepaper: https://seld.systems/About/selL4-whitepaper.pdf
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